
What to do if you get a suspicious call or email
 Say you’ll call back and hang up
 Don’t click any email links or download attachments.
 Report it at phishing@opentable.com.

Beef up security
 Enable two-factor authentication (2FA).
 Make sure your accounts have different usernames and passwords.
 Make your password stronger.

Watch out for
 Calls or emails claiming to be from a trusted source asking for 

login details or passwords
 Anyone trying to scare you. Scammers might say there’s a 

problem that you need to fix right away.

Scammers are calling restaurants pretending to be OpenTable. They ask 
for your password or login information. OpenTable will never ask for 
this information. If you get a call or email asking you to provide it, hang 
up and tell a manager or contact OpenTable support immediately.

Protect your restaurant and guests

Stop scammers in their tracks
 Don’t respond or click on any links in emails from senders you 

don’t know. Call the company to check
 Beware of bad spelling or grammar
 Is the message about an email you never sent or a question you 

didn’t ask? Delete
 Do a gut check. Does it feel off? Check it out before doing 

anything else.
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